Extending Modula-2
to Build Large,
Integrated Systems

Watches now can talk,
sing, beep, and calculate
(far right). But the most
complicated watch ever
made is the Patek Phil-
lipe “superwatch.”
Crafted in 1932, it has
870 parts and two faces,
and is worth $1.5 mil-
lion. The ultimate in
multifunctionality, it
tracks the time, the
phases of the moon, the
sunrise and sunset, and
the heavens above.

The Time Museum

Paul Rovner, DEC Systems Research Center

e team at DEC’s Systems Research Center is developing software for Firefly, a

Designed to buﬂd both new personal workstation. Firefly, a multiprocessor computer with shared

. . memory, is being used to build large applications that share data structures

system and app hcatlon and code. It will require powerful programming tools to support several people work-
software for large SYS- ingin cooperation.

tems, Modu la_ 2 + Naturally, this requirement affects our choice of a programming language. We need

= a single language to develop system software and explore prototype applications on the

supp orts exceptlon Firefly. In addition, we need a language that reduces the cost of producing reliable, high-

hand ling, automatic quality software in the domains of programming systems, distributed systems, personal

mana workstations, and related applications.
Stomge age ment’ We chose Modula-2, even though it had limitations and required extensions to pro-

and concurrency f OFr vide the full range of capabilities we needed. We called the extended language Modula-2+.
mu lﬁprocessors with- This article describes both the limitations of Modula-2 for our task and the changes we
&ia made to overcome these limitations. We present the collection of language changes and

out compromising th e show how they are adequate for our needs. Implementation details, however, are out-

integrity Of Modula-2. side the scope of this article.
Why Modula-2?

We studied the pros and cons of Ada,! Concurrent Euclid,? and CLU,? in addition
to Modula-2. We rejected Ada because it is too large and complex. We rejected
Concurrent Euclid because, in the areas of primary interest to us — interfaces
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and procedure values — it is dominated by
Modula-2. The choice between CLU and
Modula-2 was more difficult. In the end,
performance concerns prevailed. CLU’s
semantics are similar to Lisp, hence we
could expect to pay many of the same run-
time costs 'as for Lisp programs.
Modula-2, on the other hand, is more like
C, hence we could expect to produce code
that is as good as the code produced for C.

Modula-2, therefore, came closest to
meeting our needs, striking a balance
between simplicity and functionality. We
had both pragmatic and technical con-
siderations, of course.

Pragmatically, the widespread and
growing interest in Modula-2 makes it eas-
ier to collaborate with others on problems
of mutual interest. The availability of a
new Modula-2 compiler written by Mike
Powell at the DEC Western Research
Laboratory also influenced our decision.*
Technically, Modula-2 is relatively small,
simple, and easy to work with. It also pro-
vides a well-integrated combination of fea-
tures essential to the development of large
systems. Modula-2

e enables strong typing with static
checking

e separates the specification of an
abstraction from its implementation

® supports systems programming via
low-level facilities

® supports concurrency, and

¢ provides procedure-valued variables.

Although these features make it attrac-
tive, Modula-2 does not provide additional
features in three important areas: excep-
tion handling, automatic storage manage-
ment, and concurrency for a true
multiprocessor.’ Because it has few con-
straints in these areas, however, we were
able to provide extensions without com-
promising the integrity of the language.

Language design, especially when done
by accretion, is difficult. Its simplicity
makes Modula-2 remarkably seductive
(provocative, even) to those inclined to
improve 4nd extend their programming
tools. It is easy to get sidetracked into
adding ill-advised features, easy to over-
estimate the value of a feature that is sim-
ple to implement, easy to underestimate
theimpact of a change on the integrity and
overall complexity of the original design.
But it is difficult to distinguish high-payoff
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features from low-payoff ones without
trying them out, sometimes at great
expense. There is no substitute for expe-
rience.

Based on our experience and mindful of
the dangers, we designed and implemented
language extensions to Modula-2. The
impact of the design extensions on the core
of Modula-2 is small. It was our goal to
stay compatible with the underlying spirit
of Modula-2, as described in Wirth.® For
more than 18 moriths, a dozen program-
mers have used the Modula-2 + program-
ming system, running on both Ultrix and
on the Firefly, to build the Firefly
software.

Based on our experience with similar
systems,”® we do not anticipate big sur-

It was our goal to stay
compatible with the
underlying spirit of
Modula-2, as described
by Wirth.

prises from the use of Modula-2 + . On the
other hand, we have used it ourselves for
only a short time and are well aware that
the actual use of a complex system is often
an educational (sometimes humbling)
experience for its designers. For example,
we have found it worthwhile over the past
year to make more extensions in the areas
of interfaces and opaque types than origi-
nally planned. The emphasis in the design
described here has more to do with our
experience on similar systems, not
Modula-2 +, but this will change with
time.

Exception handling
Facilities for exception handling make
it easier to specify a program more com-
pletely, and provide standard methods for
solving a common class of programming
problems. These tools are particularly
important in large programs. The
Modula-2 + exception handling facilities
provide standard methods for dealing with
these common programming problems:
(1) How to report the failure of the
implementation of an abstraction that can-
not reasonably be implemented in its full

generality. For example, limited resources
or an inadequate algorithm may cause
insufficient storage or numerical overflow
€rrors.

(2) How to report that the parameters
the client supplied do not conform to the
invariants the package requires.

(3) How to gracefully back out of a
computational path that fails for some rea-
son, before trying another or moving on.
An example is a simple, recursive-descent
parser or pretty printer that is called from
an interactive read/eval/print loop. The
program must parse a given string until the
string is found to be either acceptable or ill-
formed. If the string is defective, it is desir-
able to announce failure and return to the
top-level control loop.

Another example of the third problem
is a system of experimental programs being
developed concurrently by a group of peo-
ple. Valuable progress can be made if one
new package is temporarily bullet-proofed
against minor problems created by another
new, slightly buggy package.

Goals. How a program behaves in
unusual situations is an essential part of its
specification. Clear specification is most
naturally achieved by outlining expected
behavior separately from the list of the
problems or unusual cases that might arise.
Explicit provision in the language for
decomposing a program into a normal case
part and an exception handler for the
exceptional cases improves predictability,
robustness, and reliability.

A componernt can almost always be
expressed without including explicit code
at each procedure call to deal with excep-
tions. Inserting a check at each call is not
only awkward and inefficient, but if, by
mistake, the check is not made, the excep-
tional result will go unnoticed.

It is more natural to associate an excep-
tion handler with a sequence of statements
and to let the handler deal with exceptions
that arise from any one of the statements.
Language support for exception handling
is a natural way to program for the normal
and exceptional cases independently —
code that deals with exceptional cases is
outside the normal flow of control.

A related, common programming idiom
is a natural temporal framework: first
initialize, then execute the main body, then
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A semantic model for exception handling and finalization

!
Exception handling in Modula-2+ is based on a semantic
model similar to CLU and Ada. The choice of exception-handling
semantics for Modula-2+ was also influenced by our experiences
with Mesa, though the Mesa design is based on a quite different

Reuwrite rules
1. LOOP rewrite.
LOOP (* Modula-2+ LOOP semantics *)

model." < statements>

END;

Abrief sketch of the Modula-2+ exception-handling semantics means
will clarify the meaning of the language extensions. Our seman-
tic model is a conventional operational one in which a TRYOO
(Modula-2+) computation consists of the sequential evaluation Loop o , —
of the expressions and statements (phrases) in a program, accord- ( <“g?§t:':§nﬁggp semantics; don't rewrite recursively )
ing to a precise set of rules. Only the rules relevant to exception- END;
handling are sketched. EXCEPT
exitRaised:
END;

Let the evaluation of each expression in the language yield
either a value (of the expression’s type) or an exception. Let the
evaluation of each statement return either a value denoting nor-
mal completion or an exception. If evaluation of a phrase yields
anormal value (not an exception), then the computation proceeds
normally. If evaluation yields an exception, then evaluation of the

2. EXIT means RAISE(exitRaised).

3. Procedure body rewrite.

BEGIN (* Modula-2+ procedure body semantics *)

oy J D ; ) : <statements>
enclosing phrase terminates, yielding the exception as its value, END
unless the enclosing phrase is a TRy statement, an ExiT state- means
n

ment, or a RETURN statement. .
[ VAR v: <result type of proc, if any>;]
EXCEPTION returnRaised [ (<result type of proc, if any>)];

In a TRy statement, if a handler for the exception is given, the BEGIN (* Don't rewrite this recursively *)

hHandler is evaluated and its result is taken as the result of the TRY

TRY
statement. If there is no handler for the exception, the exception < statements >
is taken as the result of the TRy statement. EXCEPT

returnRaised [(v) ]:

] L Terminate the call on the procedure normall
Applying the standard procedure RAISE is the only way to [, yielding the value ofs] y

explicitly yield an exception. The parameters to RAISE are an END;
exception name and its argument, if any. END;

Except for the two special exceptions, exitRaised and return- 4. RETURN [ & ] means Raise(returnRaised [, e ]

Raised, the semantics of ExiT, RETURN, and TRY ... FINALLY can be
described with the rewrite rules below. Loop statements and pro-
cedure bodies are also rewritten.

5. The semantics of the TRy ... FINALLY statement can be
described in terms of the TRy ... EXCEPT statement by
rewriting it as follows:

TRY <statements-1> FINALLY <statements-:2> END;
means

TRY <statements-1> EXCEPT ‘
| exitRaised : <statements-2>; RAISE(exitRaised);
| returnRaised [ (v) ] : <statements-2>; RAISE(returnRaised [, v ]);
ELSE(e)

< statements-2>;

RAISE(e.exception, e.argument);

(* This re-raises the exception represented by e *)

END;
< statements-2>;

The special exception exitRaised is used only in the rewrite
rules for the LOOP, EXIT, and TRy ... FINALLY statements, is not han-
dled by ELsg, and cannot be used explicitly by client programs.
Similarly, returnRaised is used only in the rewrite rules for proce-
dure bodies and the RETURN and TRy ... FINALLY statements, is not
handled by eLse, and cannot be used explicitly by client
programs.

Notation: <> encloses a syntactic class of some sort; []
encloses an optional term.

finalize. A concurrent example might be:
first acquire a lock, then examine or change
a shared data structure, then release the
lock. A tiresome and often overlooked pro-
gramming problem arises if the main body
exits abnormally (via EXIT, RETURN, Of
exceptional result). But finalization must
happen in any case. Coding your way out
of such a mess is awkward and error-prone,
so language support for this control struc-
ture is important. Our finalization feature
turned out to be a simple extension of the
exception-handling mechanism.

Good debugging facilities are also cru-
cial to the rapid development of large
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experimental systems. With exception han-
dling, programming bugs and oversights
manifest themselves as unhandled excep-
tions. We needed an implementation that
would recognize unhandled exceptions and
pass them to the debugger without destroy-
ing the context in which the exception was
raised. In an environment that isn’t
equipped with a debugger, the problem of
what to do when a program raises an
unhandled exception is really the problem
of what to do when a program encounters
a bug and crashes.

Finally, and most important, our design
had to be implemented at reasonable cost

and with insignificant runtime overhead
for normal execution. In particular, we
required the execution cost of opening and
closing handler and finalization scopes to
be negligible. A satisfactory implementa-
tion is in place biit is not discussed in this
article.

Language forms. Exception handling in
Modula-2+ is based on a semantic model
similar to the ones for CLU and Ada. See
the box above for a formal description
of the Modula-2+ semantic model. Excep-
tions are declared by specifying a name and
at most one parameter:
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EXCEPTION Overflow;
EXCEPTION InvalidCharacter(CHAR);

The parameter can be any type that is
allowed as the result of a function proce-
dure and that has a similar meaning, hence
the restriction of a single parameter. The
design would be simpler if no parameters
were allowed, but our experience with
Mesa and Cedar convinced us that we
needed to specify at least one parameter. A
similar argument can be made to justify
why Modula-2 allows only one result of a
function procedure.

Exceptions cannot be assigned to vari-
ables or passed as parameters, except as the
first argument of RAISE, as explained later
in this article.

Exception names obey norfnal scope
rules and are treated like constants. For
example, an exception déclared in a recur-
sive procedure has the same‘definition at
each invocation. The compiler assigns a
unique internal code to each exception
declaration, used to identify the exception
at runtime.

RAISE and TRY. An exception is raised
via a new standard procedure, RAISE:

RAISE(exception, argument)
if the exception is takes a parameter, or
RAISE(exception)

otherwise: )
Exceptions propagate upward through

nested dynamic contexts, looking for a

handler. An exception is handled by

TRY
try-body

EXCEPT-

| exception-1(variable-name-1):
handler-body-1

| exception-2(variable-name-2):
handler-body-2

| ELSE(variable-name-n) handler-body-n

END;

The TRY ... EXCEPT statement identifies a
statement sequence (the try body) and a list
of handlers for exceptions that might be
raised by its execution. The code following
EXCEPT is similar to a CASE statement.

If, during the execution of the try body,
one of the listed exceptions is raised, exe-
cution ceases, and control passes to the
corresponding handler body (a statement
sequence). If the exception raised does not
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match any listed, and an ELSE clause is pre-
sent, the ELSE handler body receives con-
trol. If no ELSE clause is present, a handler
is sought in the statically enclosing context
(a TRY statement may be nested in a try
body). If no handler is found there, the
search continués in the context of the call-
ing procedure. If no handler can be found,
the computation is suspended and the
debugger receives control.

Before a handler body is executed, all
dynamic contexts between the raiser and
the try body (inclusive) are finalized: the
stack is unwound, register values are

The economics of
garbage collectors is
improving rapidly, as

memory and processors
become cheaper.

restored, and explicit finalization actions
are invoked. When the handler body has
finished executing, control passes to the
statement following the TRy construct,
exactly where it would have gone had the
try body not encountered an exception.

Handler variables are optional. If the
exception takes an argument and the han-
dler needs it, the exception name in the
handler arm is followed by the name of a
variable. The exception parameter must be
assignable to this variable. The value that
RAISE passes as the exception parameter is
assigned to the variable when the handler
body is invoked. If the handler does not
need the exception parameter, the variable
is omitted, in which case the exception
parameter (if any) is discarded.

Our decision to require predeclared han-
dler variables was influenced by the design
of the ForR statement, which requires
predeclared index variables. We decided
that a design that introduced a new name
and name scope as formal handler
parameters was too radical and had too few
advantages to justify.

By convention, the only exceptions han-
dled by ELSE are those caused by program-
ming errors. Low-level system failures or
other catastrophes (sich as memory par-
ity errors or device failures) require differ-
ent treatment. ELSE handlers uisually do

not appear in application programs,
though they are sometimes used to bullet-
proof experimental code. Instead, they are
typically used in code that, for some rea-
son, does not want the debugger to field
errors (a robust read/eval/print loop, for
example). ELSE handlers must be used with
care; thoughtless use can mask program-
ming errors.

The parameter type of an ELSE handler
iS SYSTEM FailArg, @ new standard type that
represents an exception and its argument,
if any. If the parameter is not needed by the
ELSE handler, the variable is omitted, in
which case the identity of the exception
and the value of its parameter will be lost.
The system module does provide opera-
tions to examine the components of a
FailArg, but they are not described in this
article.

Procedure types. To provide clients with
reliable documentation of the exceptions
that can be raised, procedure headings list
them in a RAISES clause:

PROCEDURE P (actuals): ret
RAISES {ex-1, ex-2};
decls
BEGIN
body
END P;

At runtime, this behaves in the same way
as

PROCEDURE P(actuals): ret;
decls .
VAR variable-1:
< parameter type of ex-1>;
variable-2:
< parameter type of ex-2>;
vFArg: SYSTEM.FailArg;
BEGIN
TRY
body
EXCEPT
| ex-1(variable-1):
RAISE(ex-1,variable-1);
| ex-2(variable-2):
RAISE(ex-2,variable-2);
| SYSTEM .Fail(vFArg):
RAISE(SYSTEM.Fail vFArg);
| ELSE(vFArg)
RAISE(SYSTEM.Fail vFArg);
END;
END P;

Thus, the RAISES clause affects both the
procedure type and the body — using it in
definition modules is a valuable specifica-
tion technique. Each RAISEs clause
implicitly includes SYSTEM Fail, a standard
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exception that takes a SYSTEM.FailArg as its.
parameter. An empty list means that only
SYSTEM.Fail can be raised.

The raises clause is optional. If no
RAISES clause dappears, any exception may
be raised by the procedure. In this respect
Modula-2+ differs from CLU, which auto-
matically converts an exception not
explicitly mentioned to its version of sys-
TEM.Fail. We judged this aspect of CLU to
be too restrictive for our purposes.

By virtue of the ELSE handler, all other
exceptions are handled by converting them
to SYSTEM.Fail. By convention, SYSTEM.Fail is
used to report programming errors. Appli-
cation programs normally do not handle
SYSTEM Fail. Insteéad, SYSTEM.Fail is inter-
cepted by a debugging facilityin a way that
preserves the context in which the excep-
tion propagated. This is a special feature
of the implementation, not of the lan-
guage, and is not part of the semantics of
exceptions.

Finalization. This feature is a simple
extension of the exception-handling
mechanism:

TRY
try-body
FINALLY
cleanup-body
END;

The try body executes, then the cleanup
body. The try body can be terminated nor-
mally, or as a side effect of an EXIT or
RETURN statement, or by raising an excep-
tion. For example:

TRY
sl;
TRY s2; s3 FINALLY s4; s5 END;
s6
EXCEPT
e s7
END;

If no exceptions are raised, the sequence
of execution is s/, 52, 53, 54, s5, and s6. If
exception e is raised in s/, the sequence is
si (partially), s7. If exception eis raised in
s2, the sequence is s/, s2 (partially), s4, s5,
and s7.

If finalization occurs as the result of an
exception, and the cleanup body raises an
exception, the original exception is lost.
The meaning of this construct can be
expressed in terms of the other exception
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handling primitives, as shown by rewrite
rule 5 in the box on p. 48.

Automatic storage

management

Managing storage is primarily an exer-
cise in bookkeeping. Automating this
drudgework through garbage collection
has a high payoff, both in the reliability of
the product and in freeing the
designer/programmer to deal with more
important details.

Storage safety, the guarantee that mem-
ory will not be corrupted by errant code,
is fundamental to correct programs. By
definition, a safe program will not violate
this guarantee. This means that a safe pro-
gram will not alter storage to which it does
not have proper access (accessing beyond

Else handlers must be
used with care:
thoughtless use can

mask programming
errors.

the end of an array and storing through an
invalid pointer are two examples). A safe
but buggy program might get the wrong
answer, but it will not cause an indepen-
dent program that shares the same address
space to do so.

Garbage collection is a class of tech-
niques that automatically detects storage
no longer accessible and returns it to the
pool of free storage. Storage safety and
garbage collection are interdependent:
Programs with garbage collectors need not
employ dangerous, low-level primitives to
manage storage and hence are a lot less
likely to have bugs that corrupt memory.
And garbage collection works only for
programs that do not have such bugs.

Experience with Lisp, Smalltalk, Mesa,
and Cedar®* has clearly shown that pro-
gramming tools for the rapid development
of large programs’ that guarantee safe
storage have a great advantage over ones
that do not. Yet use of garbage collection
with languages like Modula-2 is not wide-
spread, because it is considered too expen-
sive in terms of system complexity,
memory space, and processor cycles.

However, the economics of garbage col-
lectors is improving rapidly, as memory
and processors become cheaper. Also, gar-
bage collection is inherently parallel, so a
concurrent machine like the Firefly is a
particularly attractive opportunity to
decrease these costs still further.

Safe features. Our goal was to provide
a safe subset of Modula-2 that was suffi-
ciently powerful to handle most programs
conveniently and efficiently. First we iden-
tified those Modula-2 language featurées
and library procedures that, if misused,
could corrupt memiory. If a given program
uses none of these, it is safe. Next we
provided, where feasible, a safe alternative
for each unsafe facility. Simple static anal-
ysis, augmented by efficient runtime
checks, suffices to guarantee a program is
safe.

Of course, some programs — such as a
storage allocator or a garbage collector —
cannot be shown to be safe in this way. Fur-
thermore, our restrictions are inappropri-
ate for other programs, including those
that require access to low-level facilities or
have stringent performance requirements.

Well-behaved REFs. The use of
POINTERS is restricted in safe programs, so
we added a well-behaved form of POINTER,
REF. REFs behave much like POINTERS,
except that the storage they address is never
explicitly freed by the programmer. REF
can nearly always be used instead of
POINTER, and is declared:

TYPE Node = REF NodeRep;
TYPE NodeRep = RECORD
next, prev: Node;
(* other fields *)
END;

Like POINTERS, REFS are created by NEW.
That is, the first parameter to NEwW may be
a variable of type Rer 7. The standard
constant NIL is assignable to a REF. REFS
may be embedded in RECORDs (as above)
and ARRAYS. Such structures are called
REF-containing. Every REF variable is
initialized to NIL.

SAFE modules. Safety checking is ena-

bled in implementation modules with the
keyword SAFE:
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A concurrency example.

This small program illustrates how concurrency constructs are
used to solve a classic problem. It defines two threads of control:
a producer and a consumer. The producer generates values; the
consumer uses them. The two threads communicate via a shared
buffer of limited size, managed as a circular buffer. Only one
thread at a time may access the buffer, and each thread must syn-
chronize its activities with the other.

SAFE MODULE ProCon; (* Producer/Consumer *
IMPORT Thread;

CONST BufferMax = 10;

TYPE
Bufferindex = [0..BufferMax—1];
BufferObject = RECORD
mutex: Thread.Mutex; (* for mutual exclusion *)
nonFull, nonEmpty: Thread.Condition; (* for synchronization *)
in, out: Bufferindex;
contents: ARRAY Bufferindex OF INTEGER,;
END;
Buffer = REF BufferObject;

(* Insert this value into the buffer *)
PROCEDURE Produce(buffer: Buffer; i: INTEGER);
BEGIN
LOCK buffer~.mutex DO (* guarantee exclusive access *)
(* if the buffer is full, wait for free space *)
WHILE (buffer~.in+1) MOD BufferMax = buffer~.out DO
Thread Wait(buffer~.mutex, buffer~.nonFull);
END;
(* store the value and increment the input index *)
buffer~.contents[buffer~.in] := i;
buffer~.in := (buffer~.in+1) MOD BufferMax;
(* announce the presence of a new value in the buffer *)
Thread.Broadcast(buffer~.nonEmpty);
END;
END Produce;

(* Get the next value from the buffer *)
PROCEDURE Consume(buffer: Buffer): INTEGER;
VAR i: INTEGER;
BEGIN
LOCK buffer~.mutex DO (* guarantee exclusive access *)
(* if the buffer is empty, wait for a new value *)
WHILE buffer~.in = buffer~.out DO
Thread Wait(buffer~.mutex, buffer~.nonEmpty);
END;
(* get the next value and increment the output index *)
i := buffer~.contents[buffer~.out];
buffer~.out := (buffer~.out+1) MOD BufferMax;
(* announce the presence of a free buffer space *)

Thread.Broadcast(buffer~.nonFull);
END;
RETURN i;
END Consume;

(* This is the root of the producer thread. The procedure type
must match the (generic) Forkee type because the procedure is
passed as an argument to Thread.Fork *)

PROCEDURE Producer(x: REFANY): REFANY;

VAR
buffer: Buffer;
i: INTEGER;

BEGIN
(* x is known to be a Buffer *)
buffer := NARROW(x, Buffer);
(* Generate 10000 values *)
FOR i := 1 TO 10000 DO Produce(buffer, i) END;

Produce(buffer, 0); (* generate the last value *)

RETURN NIL;

END Producer;

(* The root of the consumer thread *)
PROCEDURE Consumer(x: REFANY): REFANY;
VAR
buffer: Buffer;
i: INTEGER;
BEGIN
(* x is known to be a Buffer *)
buffer := NARROW(x, Buffer);
(* Get and use values until the last one is seen *)
REPEAT i := Consume(buffer) UNTILi = 0;
RETURN NIL;
END Consumer;

(* Main Program *)
VAR

b: Buffer; (* The shared buffer *)
p, ¢: Thread.T; (* The two threads *)
dummy: REFANY;

BEGIN

NEW(b); (* Create the shared buffer *)

WITH b~ DO (* Initialize the shared buffer *)
in:= 0;out:= 0;
Thread.InitCondition(nonEmpty);
Thread.InitCondition(nonFull);
Thread.InitMutex(mutex);

END;

(* Create and start the two threads *)
p := Thread.Fork(Producer, b); '
¢ := Thread.Fork(Consumer, b);

(* Await completion *)

dummy := Thread.Join(p);

dummy := Thread.Join(c);
END ProCon.

SAFE IMPLEMENTATION MODULE

Thread;
SAFE MODULE ThreadClient;

And in definition modules as:

SAFE DEFINITION MODULE Thread;

The sarE prefix means the implementa-
tion module is guaranteed safe by the com-
piler, and it is safe to import procedures
and variables from the interface. When a
program corrupts memory, the modules
not guaranteed by the compiler are the
prime suspects.

The compiler ensures that a SAFE imple-
mentation is indeed safe by enforcing
several rules:
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¢ Dynamic array bounds checking is
enabled.

¢ Execution stack overflow checks are
enabled.

¢ Dynamic NIL checking (detecting
attempts to dereference a REF whose value
is NIL) is enabled.

® VAR and PROCEDURE imports tO SAFE
modules come from SAFE interfaces.

® sAFE modules may not dereference a
POINTER to yield a REF-containing value or
VAR.

® sAFE modules may not perform any
assignment through a POINTER.

e saFE modules may not apply a type-
transfer function to obtain a REF-
containing type.

® A variant record with REF-containing
arms has its variant tags set at the time it
is allocated (via extra parameters to NEW),
and the tags cannot be changed.

e Dynamic variant tag checking for
REF-containing fields is enabled.

Type system extensions. In Modula-2,
it is common practice to use a type-transfer
function or other loophole (SYSTEMWORD,
SYSTEM.ADDRESS) to make a value of a par-
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ticular type (7T) acceptable to generic oper-
ations, then another loophole to make the
resulting generic value acceptable as a 7.
Though dangerous, this is an acceptable
technique in unsafe modules. But loop-
holes that could legitimize counterfeit
REFs are illegal in SAFE modules.

Fortunately, by providing a limited form
of runtime type discrimination for REF
types, our program goes a long way toward
eliminating most unsafe loopholes. And
the execution cost of this runtime test is
small, comparable to checking the tagin a
variant record.

REFANY. REFANY is a new type for
declaring variables that hold a value of any
REF type. For example,

TYPE
R = RECORD|, j: INTEGER END;
S = RECORD m, n: INTEGER END;
T = REFR;
W = REFS;
VAR
x: T,
y: W,
ref: REFANY;
ref := x; (*legal *
ref := y; (*legal *)
X :=y; (*illegal ¥

X := ref;
(*illegal, but see TYPECASE, below *)
Assignment of a REF <type> to a
REFANY is always legal and generates no
extra code, but to go the other way requires
an explicit runtime type discrimination,
using either the NARROW function or the
TYPECASE statement.

NARROW. Often, the programmer
knows the REF type of a REFANY value and
needs to coerce the REFANY to this type in
a safe way. NARROW is a standard proce-
dure provided for this common case.

PROCEDURE NARROW(r: REFANY, t:
TYPE): t;

The first parameter to NARROW must be
a REFANY and the second must be the name
of a REF type. If the first argument to NAR-
ROW is NIL, NARROW will return NiL. Other-
wise, if the type of the value of r is ¢,
NARROW will return this value. If the type
is not ¢, NARROW will raise the exception
SYSTEM.NarrowFault.

The choice of semantics for NIL was
based both on its function as a poly-
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morphic REF value and on our unsatisfac-
tory experience with another design,
wherein an error is raised for NiL. We
found that raising an error for NIL often
caused programmers to insert redundant
explicit NIL checks before invocations of
NARROW, when in fact the natural place for
the explicit NIL check is after the NARROW.

TYPECASE. Often, the actual REF
type may be known beforehand to be one
of several. A construct similar to the CASE
statement is provided for this:

TYPECASE ref OF

| T(x): statement-sequence-for-type-T

| W(y): statement-sequence-for-type-W
| ELSE statement-sequence-for-others
END;

The expression following TYPECASE
must evaluate to a REFANY. If it is NIL, the
first case arm will be selected. This design
is consistent with the treatment of NIL by
NARROW.

At runtime, the type of the value of ref
is determined (call it type X). The types
named on the left sides of the case arms are
then compared for equality with X. For
example, X'is compared with T for the first
arm above, and with W for the second arm.
If a match is found, REF is assigned to the
parenthesized variable (if any) and the cor-
responding statement sequence is executed.
If no match is found, the ELSE clause, if
present, is executed. If there is no ELSE
clause, a runtime error is generated (the
CASE statement has a similar definition).
The parenthesized variable may be omit-
ted, but if it is present, it must be assign-
able to a value of the type preceding it.
Such variables must be predeclared.

Opaque REFs. In a definition module,
Modula-2 allows the programmer to define
an abstract type and its associated opera-
tions without giving implementation
details of either the type’s concrete repre-
sentation or the code that implements the
operations. Such types serve to isolate
clients from implementation details, while
preserving the compiler’s ability to do
static checking.

Such types are called opaque, but unfor-
tunately they are somewhat translucent:
the concrete representation is usually a
pointer, a subrange, or a standard ordinal
type, and must occupy at most one WORD.

Indeed, Modula-2 allows structures con-
taining an opaque type to be created,
assigned, copied, and so on. The assump-
tion is that a simple assignment operation
suffices for opaque values. This is certainly
not the case for REFs.

Extending the language to relax the res-
trictions on opaque types and tighten the
implementor’s control over the prolifera-
tion of opaque values would have some
merit independent of our other extensions,
but the clincher is the interaction between
REFs and opaque types. Concrete types
must be allowed to be REFs. But REFs
require a nonstandard assignment opera-
tion because our garbage collector is based
on reference counting.

An interface defining an opaque REF
type is written:

TYPET = REF;

The name opaque REF type is used to
designate a REF to an unknown type. The
client of the opaque REF type cannot man-
ufacture an object of the unknown type
and cannot dereference an opaque REF to
obtain one.

The concrete definition of the opaque
REF type must appear in the correspond-
ing implementation module. Any REF type
is allowed, including a REF type defined in
another interface. Legal concrete defini-
tions are, for example:

TYPE T = REF Rec;
TYPE T = Other.Ref;

where Other.Ref must be a REF or opaque
REF type.

An opaque type is presented in the inter-
face (definition) part of a module and its
concrete definition is given in the cor-
responding implementation module:

DEFINITION MODULE FileSystem;
TYPE

File = REF;

Error = (noError, notFound,

alreadyOpen ...);

Buffer = ARRAY [1..100] OF CHAR;
PROCEDURE Open

(name: INTEGER; VAR file: File) :

Error;
PROCEDURE Close(file: File): Error;
PROCEDURE Read

(from: File; numBytes: CARDINAL;

VAR buf:Buffer): Error;

END FileSystem.
IMPLEMENTATION MODULE
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FileSystem;
TYPE FileRec = RECORD

TYPE File = REF FileRec;
PROCEDURE Open (name: ...): File;

PROCEDURE Close(file: File);

PROCEDURE Read
(from: File; numBytes: CARDINAL;
VAR buf:Buffer): Error;

END FileSystem.

Openr arrays. Modula-2 allows arrays to
be manipulated when the number of ele-
ments is not known until runtime, but these
open arrays must be formal parameters of
procedures. The programmer is not
allowed to create new open array variables
or allocate open array objects, but in prac-
tice he often needs to manage storage just
this way. The Modula-2 programmer could
use loopholes, Storage ALLOCATE, and
address arithmetic to overcome this limi-
tation in unsafe programs, but not in safe
programs. To eliminate the need for this
unsafe circumvention:

(1) Modula-2+ allows open arrays as

types:
TYPE EArray = ARRAY OF ElementType;

(2) Open array types can be used in the
declaration of REF types:

TYPE EArrayRef = REF EArray;

(3) NEw, when used with variables of
type EArrayRef, takes the number of ele-
ments as its second parameter. If the num-
ber of elements specified is zero, NEW
returns a REF to an open array with zero
elements:

VAR al, a2: EArrayRef;
NEW(al, 613); a2 := NIL;
IF a2 = NIL THEN

NEW(a2, HIGH(al ~)+1);
END;

In Modula-2+, an open array can be
designated either with the name of an open
array parameter or the dereferencing oper-
ator (~) following a REF. An open array
designator can occur in three contexts: as
an actual array parameter corresponding
to an open array formal parameter, as an
array designator preceding a bracketed
subscript expression, or as an actual
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parameter to the standard procedure
HIGH:

PROCEDURE Equal(al, a2: EArrayRef):
BOOLEAN;
VAR i: CARDINAL;
BEGIN
IFal = a2
THEN RETURN TRUE END;
IF HIGH(al~) # HIGH(a2™)
THEN RETURN FALSE END;
FOR i := 0 TO HIGH(al ~) DO
IF al ~[i] # a2~ [i]
THEN RETURN FALSE END;
END;
RETURN TRUE
END Equal;

Concurrency

Features that describe and control con-
currency are crucial in large, complex pro-
grams that use a multiprocessor. Proper

Modula-2 is adequate if
the implementation is
based on coroutines, but
not if it uses
multiprocessors.

synchronization and mutual exclusion are
subtle and error-prone even for small pro-
grams, but are much more difficult for
large ones. Modula-2 is adequate if the
implementation is based on coroutines,
but not if it uses multiprocessors.

The underlying primitives we used to
change and extend Modula-2 to program
a true multiprocessor are similar to those
used in Mesa and Cedar. !0

First a note on terminology: To avoid
confusion about the word ‘‘process,”’
which has many conflicting connotations,
we use the word ‘‘thread”’ to mean a
thread of control and its associated stack.

Modula-2 facilities. In its Processes
module, Modula-2 provides a small, sim-
ple, high-level facility to deal with concur-
rent, cooperating threads. Mutual
exclusion is provided via special implemen-
tation modules, called monitors. The sys-
tem guarantees that only one thread at a
time can be executing in any one monitor.
The number of monitors, and hence the
number of data structures that can be pro-

tected by mutual exclusion, must therefore
be a load-time constant. This precludes a
programming style that depends on the
dynamic creation of objects, each one pro-
tected against concurrent access. Yet many
of our programs require such object-style
monitors.

Synchronization is provided in
Modula-2 via signals that can be sent and
awaited. If no thread is waiting for a par-
ticular signal, a Send operation on that sig-
nal is ignored. When a thread waiting for
a signal resumes, it can assume that the
condition causing the signal to be sent is
still satisfied. Unfortunately, not enough
is said in Wirth’s book about the relation-
ship between signals and monitors. Worse,
the situation is a lot more complicated than
it appears at first: there are subtle seman-
tic dependencies among the Wait and Send
operations, monitors, and the scheduler.
This design is adequate if the implementa-
tion is based on coroutines, but not if it
uses multiprocessors.

An important question is not answered
in Wirth’s book: Must Wait and Send be
called only from within a monitor that pro-
tects both the shared data and the signal?

If the answer is no, a signal may be sent
and discarded just as a thread is about to
wait for it. Such signals will be lost, and
deadlocked or erroneous execution will
ensue.

If the answer is yes, Wait must simul-
taneously suspend the thread and exit the
monitor, then reenter the monitor when the
thread is awakened some time later. What
happens with Send is less clear, but there
are at least two options:

(1) Send awakens a waiting thread, which
would not be allowed to enter the monitor
until the thread that did the Send exits, so
the sender must be careful not to exchange
shared data after doing the send and before
exiting the monitor.

(2) Send awakens a waiting thread, exits
the monitor, reschedules itself to allow the
other thread to run, then reenters the
monitor.

There are other subtle interactions
between monitors and signals, leading to
other design questions. In general, using
the primitives in the Processes module to
program all but the simplest applications
for a multiprocessor is tricky and error-
prone. For example, programs whose cor-
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rectness depends on the proper use of fea-
tures like scheduling priorities and the
‘‘awaited’’ predicate (at least one process
is waiting) are hard to get right.

One basic problem with Modula-2’s
Process facility is the awkward requirement
that the (one) thread awakened by Send be
able to assume the readiness of the data it
needs. A better solution to this entire set of
problems is to have client programs test for
the readiness of their data when they are
awakened by Send, and wait again if the
data is not ready.

The design of Modula-2+ can beimple-
mented simply and efficiently for a mul-
tiprocessor, without introducing restric-
tions based on scheduling priority. A few
programming idioms cover most of the
tricky cases, including passing a parame-
ter to the root procedure of a new thread,
synchronizing one thread with the termi-
nation (perhaps the result) of another,
invoking walit from inside a monitor, and
identifying critical sections.

The Thread module. Most of the con-
current programming facilities in
Modula-2+ areinthe Thread module. Its
design incorporates three important
notions: Thread, Mutex, and Condition.

The opaque REF type T'is defined in the
Thread module to represent a thread of
control:

TYPET = REF;
A thread of control is created by Fork:

TYPE Forkee =
PROCEDURE(REFANY): REFANY;
PROCEDURE
Fork(proc: Forkee; arg: REFANY): T;

Fork creates a new thread of control
within the caller’s address space and causes
it to call the given Forkee (proc), with the
parameter arg. No information about the
genesis of the new thread is retained. More-
over, the new thread gets its own execution
stack, which is rooted at the call on proc.
This means, for example, that an unhan-
dled exception affects only the thread in
which it is raised, causing that thread to
enter the debugger. Other threads are not
directly affected, though their subsequent
behavior may depend on the damaged
thread.

When the Forkee returns, its result may
be acquired by Join:
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PROCEDURE Join(thread: T): REFANY;

Join synchronizes with the specified
Thread, waiting until the Forkee returns.
Threads are themselves collectible objects
(ThreadT is a REF type). A Thread that
has returned from the Forkee has no client-
accessible references and is not referenced
by an outstanding Join will be claimed by
the garbage collector.

Threads are explicitly synchronized with
a Mutex:

TYPE Mutex;

PROCEDURE
Acquire(VAR mutex: Mutex);
(* If the mutex is free (not marked
“inUse’’), mark it “‘inUse’’ and con-
tinue. Otherwise, wait for it to become
free. Do this atomically with respect to
other threads *)

PROCEDURE
Release(VAR mutex: Mutex);

(* Clear the “‘inUse’’ mark on the mutex
and continue. This may cause another
thread waiting in Acquire to be
awakened and to acquire the mutex *)

Threads use Conditions to notify one
another of state changes. For example, in
the producer/consumer example in the box
on p. 51, a Condition is used by the pro-
ducer to awaken the consumer when the
shared buffer becomes nonempty.

TYPE Condition;
PROCEDURE Wait(VAR mutex: Mutex;
VAR condition: Condition);
PROCEDURE
Broadcast(VAR condition: Condition);
PROCEDURE
Signal(VAR condition: Condition);

A Condition, always used in connection
with some mutex, has three operations:
Wait, Broadcast, and Signal.

Wait is called from a thread that holds
the mutex. It causes the thread to block,
waiting for the specified condition to be
notified and the mutex to be released.
When the thread is awakened, it will
attempt to reacquire the mutex. Since it
may be competing with other threads for
the mutex, it may have to block again.

Broadcast and Signal are usually called
from a thread inside the mutex. Broadcast
wakes every thread that has previously
called Wait and has not yet been awakened.
Signal wakes one or more such threads.
(Normally one, except in rare cases when
a critical race may awake more than one. It

is not worth the loss in runtime efficiency
to handle such cases.) Signal is more effi-
cient for programs that do not require wak-
ing multiple threads, but when in doubt,
Broadcast should be used.

As an optimization, Signal or Broadcast
may be called after releasing the mutex. In
that case, Broadcast wakes all threads that
had called Wait before this thread acquired
the mutex, and Signal wakes one or more
such threads. Either operation may also
wake zero or more threads that have called
Wait after this thread released the mutex.
This optimization can help prevent a newly
awakened thread from immediately block-
ing on the mutex.

The semantics we have adopted can be
implemented efficiently. They imply that
return of control from a Wait is merely a
hint that some action may need to be taken
by the thread, it does not guarantee (as in
some monitor-based communication
schemes) that action is required. Therefore,
Waits should occur in WHILE loops. If pro-
grams are written to treat return from a
Wait as a hint, extra wakeups can affect
performance, but not correctness.

The implementations of Thread.Mutex
and Thread.Condition are identical. The
two types are provided to emphasize the
important conceptual distinctions between
the two notions.

The LOCK statement. The Modula-2+
syntax for mutual exclusion is:

LOCK mutex DO statement-sequence END;

where mutex is a designator of type Mutex.
This construct is equivalent to:

VAR &t: POINTER TO Thread.Mutex;
(* &t is a new, unique name ¥
&t := SYSTEM.ADR(mutex);
(* evaluate mutex once *)
Thread.Acquire(&t~);
TRY
statement-sequence
FINALLY
Thread.Release(&t~)
END;

It was not strictly necessary to provide
the LOCK statement as a shorthand for the
code above, but its convenience and clar-
ity have proven to be extremely valuable.
This statement is used by the vast majority
of the concurrent programs we have
written.
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Modules and interfaces

Modula-2 presents a model of how parts
of a system should fit together. The prin-
cipal idea is that it is good to separate the
specification of an abstraction from its
implementation. A definition module
specifies an abstract interface, and an
implementation module its implementa-
tion, supplying procedure bodies and con-
crete type definitions. Modula-2 requires
that an implementation module export
exactly one interface and an interface be
exported by exactly one module. Unfor-
tunately, larger packages are often best
organized with multiple implementation
modules that collectively export multiple
interfaces. ,

A less restrictive package structure
could be achieved without extending the
language by using intermediate modules to
do nothing more than import and call
procedures. Managing these extraneous
implementation modules and useless
procedures, however, is too expensive. For
example, it is often very expensive to res-
tructure a large implementation module in
the midst of its development when the need
for an auxiliary interface arises. We were
forced to revisit this issue after finding that
our initial design, purposely modest, was
inadequate.

Our initial design extended the declara-
tion forms for variables, procedures, and
exceptions, making them more like the
declaration forms for constants and types.
Thus, an imported item could be given as
the definition of the new identifier:

TYPE Mutex = Concurrency.Semaphore;
PROCEDURE

Acquire(m: Mutex) = Concurrency.P;
VAR nThreads:

INTEGER = Concurrency.nThreads;

A suitable arrangement of client inter-
faces was achieved by regrouping exports
from implémentation modules into veneer
interfaces, which consisted entirely of defi-
nitions of the form, n = mod.n.

Unfortunately, we had more probléms
with this simple approach than we antici-
pated. Changing definition modules, even
for private use only, requires an analysis to
identify the affected client modules relia-
bly. Software version management tools
help substantially, but the cost of maintain-
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ing consistency in a complex system
remains high.

Worse still, use of the pass-through tech-
nique led to deep trees of import depen-
dencies among interfaces. The most public
interfaces, and hence the programs that
impeorted them, would often depend on the
lowest-level private interfaces. The Thread
interface, for example, passed to its clients
the definitions of Acquire and Release
from the Concurrency interface, the low-
level interface that defined all concurrency-
related operations. To support operations
for other clients, Concurrency imported

The semantics we have
adopted can be imple-
mented efficiently.

Machine, the interface that defines the
VAX machine architecture. This included
all details of the machine state (register
values, processor status) plus various util-
ity types and procedures for dealing with
it. Thus, even the smallest program with a
LOCK statement required analysis when-
ever any change was made to any orie of
these interfaces.

Gratuitous import dependencies meant
that more analysis than necessary was
required to satisfy our version manage-
ment tools, and this took longer because
there was extraneous work to do. This sit-
uation would have worsened as we built
larger systems.

A more suitable design was needed. We
chose to allow a single implementation
module to partition its exports into several
complete interfaces. We also considered a
further generalization to allow one mod-
ule to export only some of the items in an
interface, as in Mesa. Although this facili-
tates the direct collaboration among several
modules to implement an entire interface,
we rejected the idea because the same result
can be achieved by using the pass-through
feature in conjunction with the following
feature.

An interesting problem is how to deal
with several alternative implementations of

the same interface, but this is beyond the

scope of our work.

IMPLEMENTS. The new statement:

MODULE M IMPLEMENTS A,B,C;
is allowed in place of
IMPLEMENTATION MODULE M;

as the first statement in a program module.

In this new case, the module is compiled
as an implementation module, but compi-
lation begins with inclusion of definition
module A into the name-lookup context
being constructed for M, then the inclusion
of B, then of C. Inclusion of a definition
module proceeds as follows.

Each name declared in the definition
module is ported to the new name-lookup
context being constructed for M. Porting
aname from one context to another means
that subsequent reference to the unquali-
fied name in the new context will identify
the item defined with that name in the
original context.

Only one implementation module is
allowed to implement a given interface.

Using the new form, the existing state-
ment

IMPLEMENTATION MODULE Foo;

can be expressed as

MODULE Foo IMPLEMENTS Foo;

For example, we used the IMPLEMENTS
feature to split the Concurrency interface
into two parts: one with the definitions of
Acquire and Release for high-level clients
like Thread, and one with items of interest
to lower level clients. This broke Thread’s
dependency on Machine and made system
development easier.

Problems with opaque types. The
IMPLEMENTS feature eased communication
among collaborating modules, but this
communication was crippled when an
opaque type was used because its concrete
representation could be known only in its
own implementation module.

For example, a package we developed for
efficient téxt manipulation and stream-
oriented 1/0 required fast individual read
and write operations. This meant integrat-
ing the implementations of the Text mod-
ule, the Reader module and the Writer
module. A simplified form of these three
abstractions is shown in Figure 1.

The problem was that the Reader and
Writer implementations required knowl-
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edge of the concrete representation of a
Text.T.

To support such applications,
Modula-2+ allows the concrete definition
for an opaque REF type DT to be given not
only in D’s implementation module, but in
any module A that imports D. The pro-
gram linker is used to verify that all

separately compiled modules that are
loaded together define the same concrete
type for DT.

Limiting access to private implementa-
tion details is achieved by placing the defi-
nition of the concrete type in a module that
can be accessed only by the collaborating
implementors. In the Text/Reader /Writer

SAFE DEFINITION MODULE Text;
Index = [LAST(INTEGER)};
PROCEDURE Cat(t1, t2: T): T RAISES {};

END Text.

SAFE DEFINITION MODULE Reader;
" IMPORT Text;

TYPET = REF;

")
EXCEPTION EndOfFile(T);

PROCEDURE EOF(rd: T): BOOLEAN;

END Reader.

SAFE DEFINITION MODULE Writer;
IMPORT Text;

TYPET = REF;

and terminals. *)

private buffer. *)

END Writer.

TYPET = REF; (* represents a vector of characters *)

(* Returns the concatenation of “t1” and “t2”. *)
PROCEDURE Length(source: T): Index RAISES {};
(* Returns the number of characters in “source.” *)

(* ETCETERA, including facilities for text literals *)

(* A ReaderT represents the source of a character sequence. The Reader package is
optimized for fast initialization and fast sequential access to TextT. Readers are also
the standard way of accessing other character sources such as files and terminals.

PROCEDURE FromiText(source: TextT): T RAISES {};
(* Returns a Reader taking characters from the Text source. )

(* Returns TRUE iff a call to GetChar would raise EndOfFile. *)
PROCEDURE GetChar(rd: T): CHAR RAISES {EndOfFile};
PROCEDURE Find(rd: T; patterri: TextT): INTEGER;

(* Finds the first occurrence of pattern, reading forward from the current position of
rd. If no match is found, Find returns —1 and leaves rd positioned at the end. If a
match is found, Find returns the index of the first character of the match and
leaves rd positioned to read the character following the match.”)

(* ETCETERA, including facilities for formatted input *)

(* A WriterT represents a destination for a character sequence. The Writer package is
optimized for fast initialization and fast sequential writing of TextT. Writers are also
the standard way of directing characters to other destinations such as files, pipes,

PROCEDURE New(bufferLength: INTEGERY): T RAISES {}, .
(* Returns a new Text writer. A Text writer accumulates the characters writtento itin a

PROCEDURE Tolext(wr: T): TextT RAISES {Error};

(* Returns a Text containing the characters written to the Text writer wr. )
PROCEDURE PutChar(wr: T; c: CHAR) RAISES {};
PROCEDURE Puffext(wr: T; source: TextT) RAISES {};

(* ETCETERA, including facilities for formatted output *)

Figure 1. A simplified’form of the Text, Reader, and Writer modules.
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example, an auxiliary module named Text-
Private was defined and imported only by
the three implementation modules Text,
Reader and Writer:

SAFE DEFINITION MODULE
TextPrivate;
TYPE TextRep =
REF RECORD ... END;
END TextPrivate.
SAFE IMPLEMENTATION MODULE
Text; )
IMPORT TextPrivate;

TYPE T = TextPrivateTextRep;
END Text.

SAFE IMPLEMENTATION MODULE
Reader;
IMPORT Text, TextPrivate;
TYPE TextT = TextT;
TextT = TextPrivateTextRep;

END Reader.

SAFE IMPLEMENTATION MODULE
Writer;
IMPORT Text, TextPrivate;
TYPE TextT = TextT;
TextT = TextPrivateTextRep;

END Writer.

e are using Modula-2+ at

SRC to build both system and

application software for a
multiprocessor workstation. We have
extended the language to irichide support
for exception handling and garbage collec-
tion, and to replace the facilities for deal-
ing with concurrency with ones more
suitable for a true multiprocessor. Experi-
ence has shown these extensions to have no
effect on the integrity of the overall design.
The extensions for exception handling
include a finalization feature and a change
to the type system to enable reliable
documentation of the exceptions that can
be raised by a given procedure. The imple-
mentation supports debugging for unhan-
dled exceptions. It has negligible overhead
in the normal case (no exceptions raised).
Though the extensions for storage safety
and garbage collection are more radical,
they have worked out very well. These tech-
niques are sufficiently mature for wide-
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spread use. We recommend them for other
systems based on Modula-2 or similar lan-
guages.

The changes for concurrency were
minor. The Processes module and the abil-
ity to specify a module as a monitor were
removed, one statement form (Lock) was
added, and the standard Processes module
was replaced by the Thread module. The
features provided by the LOCKk statement
and the Thread module enable rapid pro-
gress in the development of large concur-
rent programs. These methods, too, have
been tested extensively in real systems and
are sufficiently mature for widespread
use. ]
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